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MPOBMEMA
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3J'IeKTpOHHa$:I MnoyTa aBngeTca Hamnbonee
MPOCTbIM crnocobom OoCyLleCTB/1IEHNA Km6epaTaK
nocpencCcTBOM PacCripoCtTpaHeHMA ClriaMa,
CI)I/ILLIl/IHra N BPEOOHOCHDbIX BNOXXEHMMN

Mo AaHHbIM aHANMUTUYECKOrO areHTCTBa
CSO Online 94% Bcex BpeOoOHOCHbIX MporpamMm
O0CTaBMAAETCA MO 3M1EKTPOHHOM MoYTe

TUMM Dbl ATAK HA SJTIEKTPOHHYIO MNMOYTY

\
BACKSCATTER NMOYTOBDLIE BJTOXXEHUA @ BEC-ATAKUA

[MncbMa, KOTOPble MOy4YatoT NcnonHaeMbin dann, DUKTUBHbIN KOHTPAreHT,

BalLK Mofib3oBaTen 9KoObl 3aMaCKMPOBaHHbIV Mo, npuvkKas ot "pykoBoantensa",

B OTBET Ha coobLLeHnq, TEKCTOBbIV OOKYMEHT, dann C NMMCbMO OT "topuncTa’,

KOTOPblE OHWU He naponemM UM 3anaposieEHHbIN B3/TOM MOYTbl COTPYOAHWMKA

OTMNPaBNANMU apxuB, ZIP 6oM6bI 1 gp.

AKTUBHbIN KOL

B nMcbMO noMellaeTcsa Koa, KOTOprl;I MOXET
BblMMAOETb KaK KHOMKa, KapTHKa 11N BOBCE
ObITb HeBMNOWNMbIM, MHOIOa HE ob6ga3aTenbHO
Ja>Xe Ha>KnMMaTb Ha 3Ty KHOMKY

@ ATAKM B MOMEHT KJTUKA

Cooep»MMoe Mno CChblfke NoaBgeTCca
nocrie nNpoxoxxoeHmd nmMM1CbMoM BCEX
2WESIOHOB MpPoOBEPKNM B MOMEHT
KJTMKa MoJib3oBaTe/1eM

o)



PELUEHWNE

TEXHOJ1OI'n

MOYTOBbIN LLUIO3
AHTUCMaM AHTUBUPYC
IKAIROS D NG, @S

Cucrtema 3alluTbl OT cnamMa m
dULWMHra, KOoTopasa aHann3npyeT
TeKCcToBble coobLleHUns, Beb-CCbINTKU
N BNOXXEHUA B NIEKTPOHHbIX MUCbMax

3anuncb B peecTpe oTe4ecTBEHHOro
nporpaMMHoOro obecrneyeHums
N214463 ot 08.08.2022

QpElE focTtyrnHa obnavHas
- i Bepcua Ha canTe

@k kairos.avsw.ru




TEXHOJ10I'MA PABOTDI

MNCTOUHUKU

NHTepHeT

[MouTOBbIV
TpadumK

NoYyTOBbLIN
TpadmK
BHYTPEeHHeN
noyThl
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nucbMa

BnoyxxeHusa
Beb-ccbinku

TexkcTtoBoe
cooepxmmoe

padunyeckoe
coaepXmmoe

CepBep Pe3ynbraTt
KapaHTuH
BpeooHOCHble MMCbMa @
’ Nonb3oBaTenb

be3sonacHble NMcbMa

X
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Celpep 5 CobblTnS SIS ISR
SM1EKTPOHHOMN no syslog

MoYThl L

opraHuMsauum

(MTA)




NMEPBUYHAY NPOBEPKA

CECCUOHHbDbIN MPO®UIDb

YrnpaBneHmne noYtoBbiMU
CECCUAMUM C BO3SMOXKHOCTbHIO
TOHKOWM HACTPOMKM
MnapaMeTpoB

DNSBL

[lpoBepKa Mo YePHbIM

cnnckam |P-agpecoB U

JOMEHOB Ha npegmMeT
OTHOLLEHNA K CMaMy cepBepy

CEPbIN CMMUCOK

[MpoBepKa cepBepa Ha
OTHOLLIEHME K pacChbl/ike crnama
C BO3MOYXHOCTbIO YCTAaHOBUTb
BpeM$ BO30OHOBNEHWNA Ceccum

Y

AHAJIN3 3ATOJIOBKOB

[lpoBepKa CTaHOAPTHbIX
CNy>XeOHbIX 3aro/TIOBKOB Ha
6a3e rmbKom crucTeMbl
AHANMUTUK U NPaBU/I




AHTUNCITAM A

TUTbl AHAJTN3A

3arosioBKu

Cepbl CMIUCOK

CTAHOAPTbI BESOIMNMACHOCTU

DKIM DMARC

MALLUMHHOE OBYYEHWE i BUAbI YTPO3
« CouwnarbHas NHXeHepus

f N
S CnaMm nucTsbil
SPF

- Mlcnonb3oBaHme ,
aHcamMbnga Mooenem * Peknama m MaccoBadq pacchbiiika

- BO3MOYXHOCTb o e DMHaHCOBOE MOLUEHHMYECTBO
0oobyyeHMa Ha

OaHHbIX NoMb3oBaTend o [lpenoTBpalleHMe aTakK c6opa

KaTanoros (DHA)

* 3alMTa OT cnama B yBeOOM/IeHMAX
O cTaTyce goctaBku (DSN)
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AHTUDOULLUNHT

MHCTPYMEHTbI AHAJTU3A TUMNbl YITPO3

JrHaMMKa nepexonos ¥ - Phishing (MaccoBbI GULLMHT)
MO CCbIJIKE U KOAObl OTBETOB ’

- Spear Phishing (ueneson GuLWMHT)

ComepKIUMOE CTPaHMLb - Whaling (pMLWIMHI Ha pyKOBOLCTBO)
(aHanun3 Kofda CTpaHULLbl U |s) . Clone Phishing (dpULWMHI KNOHOB)

- KnbepcKBOTTUHT (TOProBbl 3HaK

AHaNM3 CKPUHLLOTOB OpYyroro nuua)

BeO-CTpaHUL
- TaMNCKBOTTUHT (BNM3KMe OMEHDbI)
AHanun3 DNS, cepTndmkaTa SSL,

- DGA (reHepaumnsg 6onbLuoro
BnagenbLua 1 ap.

KOJTIn4eCTBa OJOMEHHDbIX l/IMeH)

BHelwHMe cepBuchl (Alexa, Whois, » Punycode (an$aBuTHO-LMPPOBbIE
PageRank v op) CUMBOJIblI)

TUTbl MPOBEPHAEMDbIX CCbIJTOK

5 NpamMble n
¥ Henpsambie Beb-ccbinkum G |P appeca

Ha obnaka u C mepexogamu, B TOM Yymcne C
dannoBble XpPaHUIMLLA OTNIOXXeHHbIMUK (Meta-refresh)




KOPIMOPATUBHbIN j
CErMEHT

pé y

WHTepHeT AVSOFT KAIROS AVSOFT ATHENA

) g \
—
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3/10yMbILLSIEHHMK ( .

MexceTeBon
9KpaH
i AHTUCNAaM,
%1 AHTNONLINHT

- [TouToBbIN KomnbtoTep
cepsep nosib3oBartens
MynbTuUCKaHep,
[Meco4yHmnua
»

)

3N10YyMbILLMEHHNK

KomnbroTep
nosb3oBaTtens

- J

- KomnbtoTep
nonb3oBaTens
—

KomnbtoTep
nonb3osaTens
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MALLUMNHHOE OBYUY4
71

S

%7 TPAHCDOOPMEPDI

N’

cnonb3oBaHWe ang Knaccudumkaumm m
06pPabOTKM TEKCTOB TPaHCHOPMEPOB, KOTOPbIE
XOPOLLUO MOHUMAKOT KOHTEKCT MpeasioyxxeHnsa,
ero HacTpoeHue 1 oBLLNK CMbICH

A

e‘ MYIbTUA3bIYMHOCTb

MNopaepykKa 15 A3bIKOB: apabCKU, KUTAaNCKNIA,
FONNAHACKUIN, aHTMTUNCKUN, dPaHLYy3CKMN,
HeEMeLKWMIN, MTalTbAHCKMIN, KOPEMCKUN,
MOSIbCKMMN, MOPTYrasibCKNIA, PYCCKUI,
MCMaHCKNI, TYPELIKMMN

OcobeHHOoCTU Moaenem ML -\

- N R

% U3BJIEMEHWE NPN3HAKOB

[1n4a nonyyeHma BeKTopa MPM3HaKOB MCMOb3yeTCs
KOHLLenumna sBnoxeHmm (embeddings), koTopada
CcnocobHa onpenenaTb CBA3M Mex<ay ClToBaMu,

MX MHOIO3HAYHOCTb, MOC/1e00BaATENbHOCTD,
npeobpa3zoBaHMeE, KOHTEKCT, YaCTOTy

@ 3ALLUTA U CKOPOCTb

[1na 3amTbl Mogenemn OT OTpaBneHUAa U
KOMMpOMETaUMmM B CUCTEME MpeaycMoTpeH
KOHTPOJTbHbIM AaTaceT, MO KOTOPOMY
OTCNEXMBAOT METPUKM 000OYUEHHbIX MOaenem




YHUKAJIbHAA TEXHOJ10I'H

MHTEPHET NMPOBEPKA B ABTOPU3ALUNOHHDbIE
BA3E OJAHHDbIX OAHHDIE

CKPUWHBDbI
AVSOFT Ny6NYHbIX

@ DNeKTPOHHaaA NoyTa

KAIROS
cepeuicos MopTanbl CKPUH
Moaynb MPUCYTCTBYET B
Mpunwna =
Be6-ceblKa MaLUNHHOIO ; BaHKKM 1 KapTbl 6a3e AaHHbIX
> 3peHunsa KPWHbI ~
KOPMOPATUBHbIX DopMbl permcrpaumm
E ] cepBUCOB AaHHBIX
CPABHEHWE OJOMEHOB B BEA3E JAHHDbIX PE3YJ1bTATbl CPABHEHWA
O
AoMeH — @ Nonb3oBaTesnb
| coBrnapgaeT
CKpWH Hallero avswW.ru CKpWH Hallero
— | canTa — canTa

(oanHaKoBbIN)

(oonHakoBbIN)
OMEH He Bbipe3zaHune
O AN P
[ coBnagaeT CCbINTKU

.
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YCTAHOBKA 1N MHTEIPALUYA
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Cucrtema KAIROS moxxeT
OblTb UHTErPUPOBAaHa C
BHELWHUMU CUCTEMaAMU

AHTMCMNaM
cucTtemMa no AP

[MToYTOBbLIN
cepBep no SMTP

CuncTteMa KaTasioros
AD no LDAP

Cucrtema cbopa
cobbIT SIEM mo syslog

[lecoyHMLA K aHTl/IBl/IpyCHbIl;I

MynbTUCKaHep no API

pa3BEpPTbIBaHUA

Cuncrtema KAIROS noggep>xuBaet
HEeCKOJ1bKO CcL,eHapueB

Ddumsnyeckad
MHPPACTPYKTYPA

©

NbHas
PYKTYyPa

-

ObnavyHag
MHPPACTPYKTYPA

/,_

Bup
NH




PEXXNUMbl PABOTDI

MpoTOKOMbl NPOBEPKU

- SMTP - POP3 - IMAP

3EPKATIMPOBAHWE

Mprém bcc konmnm
Tpaduka gna aHanm3a,
pe3ynbTaTbl MPOBEPKM
MMCbMa NOJSib30BaTeNEM
oTobOpaXkatoTca
MNOCTPaKTYyM

TMBPUOHbBIN PEXXUM

BO3MOYHOCTb YKa3aHM4
onpeneneHHbIXx cepBepoB
0119 MPOBEPKM B KayecTBe
MOMTHOLEHHOrO MOYTOBOIro
LLUtO3a, @ OT APYrnx
MNPUHMMaTb Ha MPOBEPKY B
peXxxmme 3epKannpoBaHmg

MOYTOBbIN LLUMKO3

CumcTtemMa BbICTYMaeT B
KadectBe MTA 1 anqa
HaCTPOMKM TpebyeTcs
namMeHeHmMe DNS MX 3anumcu
04 nepeHanpaseHna
TpadwmKa, ganee pesynbraThl

NPOBEPKKM CUCTEMA
nepenaét NoYTOBOMY
cepBepy 3aKasumnka




OCOBEHHOCTW

YPOBHU Yrpo3 C BO3MOXXHOCTbIO
TOHKOWM KaCToOMM3aLuMm

Hactponka SMTP over TLS onda
OTOENbHOW rPYyMnbl Nony4vaTtenemn

[JoobyyeHne mooenen ML Ha OaHHbIX
KOPMNOPaTMBHbIX MOSIb30BaTENEMN

MallnMHHOE 3peHmne angd aHanmsa
n3o06parkeHni, norotmnos M QR-KoaoB

C6op CTaTUCTUKM MO HaPYLLUEHUIO
NONUTUK BGEe30MacHOCTH

BO3MOXXHOCTb 3agaBaTb A0
10 ypoBHeEWN yrpos

HacTpoWka npaBui oTaeNbHO AN
BXOOALLEN U MCXOOALLEW MOYTbI
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AlMsorr

KOHTAKTDI

127106, . MoCKBa3,

yn. [oCTMHMYHag, 0.5
\ N
WWW.aVSW.ru

office@avsw.ru

+7 (495) 988-92-25




