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NPOBJIEMA

BpeOoHOCHbIE KaMMaHUWN,
B XO4€e KOTOpPbIX
310yMbILUNEHHUKN
aTakytoT ACY Tr1, 3a rog,
yBenunuunnmcob Ha 2000%.
2T0 caMada KpynHasa undpa
3a nocnegHwue Tpu roga.
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2000 % —
1800 % —
1600 % —
1400 % —
1200 % —
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800 % —
600 % —
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2020

2021

2022

2023

JTro60e ycTtponcteo B UT-uHPpacTpyKType
noaBepraeTca kmbepatakam

ATaku Ha loT/IloT, ons
KOToporo cnabo pa3BuTa

ATaKKM Ha Lerno4yky
MOCTaBOK rNnocpenctBoMm

MOAMMUCAHHbIX MHOYCTPMA peLleHMn 3aLUnThI
opULIMaNbHbIM
BEHO0OPOM OOGHOBNEHUN

M OHN MMEeKOT CTaHOapPTHbIE
YYHETHbIE OaHHbIE

BHelwHMe yCTpOMCTBa,
KOTOpPble MOryT ObITb
owmMboYHO NpoBepeHbl EDR
peLleHNAMM N areHTaMm

KnbepaTtaku, KOTopble
y>Ke eCTb BHYTPU
opraHunsaumm

CerMeHTauM4a Cc HyNeBbIM JOBEPUEM, KOTOa UCK/ToYaeTCH
goBepue K MioboMy MHCTPYMEHTY 3allMTbl B OpraHmM3aLmu,
YTO Noapa3yMeBaeT NPeanofioyeHre o NPUCYTCTBUM
BHELLUHWX 1 BHYTPEHHUX Yrpo3
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YI'PO3bl

CeTeBOM Tpaduk

UT-UWHOPACTPYKTYPA -
OULLINHI

loT/lloT ‘ @

IP-TenedoH FIREWALL
Be6-Tpaduk

MouToBbIN TPadPUK

IDS/IPS

4_,_,,,/,/////4\v/ SKCNONTDI

MecceHa)Xepbl
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PELLUEHWE

EOVNHAA NMAHETb
MOHUTOPUHTA N MEHEOXXMEHTA

YpoBeHb
Tunobl
MHTEPaAKTUBHOCTMU

HWN3KOMHTEepPaKTUBHbIE

0 [NpoTOKONbI - ( )( J

CurcTtema 3almThbl OT Kl/l6epaTaK
CpefHenHTepaKTUBHbIE ||

Ha 6a3se TexHonorunm Deception e OnepaLMoHHas
- cucTema GlaE )
3arnuncb B peecTpe oTeyecTBEeHHOro

BbICOKOMHTEPaKTUBHbIE

nporpaMMHOro O6eC|_|eL—|eHV|‘;-| CepBucChI
N2T1743 oT 15.10.202]1 N O c I I ] )

//' NK nonb3oBaTend

~

- JIornMHbl  Nnaponu
. Ceccuun nocelleHUda
- [Nopno)Hble nosb3oBaTeNu
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HASHAYEHWE CUCTEMDI

Bonblloe KONMMYecTBO NOBYLLEK, OKPY)KatoLlee peasbHble
paboure MecTa, YCTPOWCTBA W CePBUCHI, 3aTPyAHAET
MPOHWKHOBEHME 3/10yMblILLNIEHHWKA B UT-UHDPaCTPYKTYpY

@ OnoBelleHMe cUCTeEMDbI
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l‘\\’SOFT 3M10yMbILUAEHHUK

h ATaKka JloByLllKa

B crucTteMe NMpUCyTCTBYET PEXXMM BITOKMPOBKM
pacnpocTpaHeHusa yrpo3sbl B noaceTtn (VLAN). bnokmposka
OCYLLECTBIAETCA C MOMOLLbIO CreLnanbHbIX areHToB

MaHenb MeHeo>XMeHTa AVSOFT LOKI
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CeHcopbl pacnonaratotcs B nogcetsx (VLAN), oHn
OCYLLECTBASAT CKaHMpPOBaHMe U pa3BepTbiBaHME NOBYLLEK.
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EOVNHAA MNMAHEJb
MOHUTOPUHTA N MEHEOXMEHTA

Mo KaXg0My CEHCOPY B CUCTEME MOXHO
NOYYNTb CNeayroLLyo MHPOPMALUIO:

JNoBYLIKK, KOTOpPbIe - 2 N7
YyCTaHOBNEHbI B MOACETH
JoBylLLKa CepBep NoBylLuKa
Yy 0 Yy

N 8
~ B b :
= [MpumaHKK Ha pabouve NosyLuka : } natHLIX NosyLuka ‘ e
Vo) MecTa noJib3oBaTesnen H 0O \[,

MK g MK
nonb3oBaTens JloByllKa nonb3osaTtena JloByllKa

YcTponcTBa, KoTopble 6bin

3apnKCUpoOBaHbl HA MOMEHT
~ JloByLLIKa

KpanHero ckaHMpoBaHUA -6

[ |
l Baza
“ OaHHbIX

O

JloBylLLKa

rnonb3sosatens Jl OBYLLUKa
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BUAObl JIOBYLLEK

TUNbl UMUTUPYEMDbIX YCTPOMUCTB

Ba3bl gaHHbIX
- MeXceTeBble 3KpaHbl . CTaHKMu

- SCADA - MapuwpyTusaTtopbil
- PostgreSQL - loT/lloT - KoMMyTaTopbl
- MongoDB - ®annosble cepBepa . OnepaLuoHHbIe CUCTEMBI
- MySQL - IP-TenedoHuUs . Ba3bl gaHHbIX

- IP-kamepbl . Pabouune mecTa

Monnep)XmnBaeMblie NPOTOKOSbI

FTP, HTTP, HTTPS, SSH, RDP, IMAP, IMAPS, NTP, POP3, POP3S, SMB, SMTP, SNMP, SSL/
TLS, TCP/UDP, DNS, TELNET, MODBUS TCP, IEC61850, OPC UA, S7TCOMM, SIP, BACNET,
ENIP, IPMI, MSRPC, NETBIOS-SSN, TFTP, HC NET, RTSP, UPNP, LPD, WSDAPI

— -

[feHepauma TpadmKa Mexay BO3MOXXHOCTb MMUTALLMN KOPMNOPATUBHOIO
NoBYLLUKaMU B LLeNX MaCKUPOBKU cepBMCca C aBToOpM3aLUen
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NMPUMAHKW
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[eHepaynsa NpUMaHOK OCYLLECTBNATLCA OTAENbHO A/1A KaX oM
onepaunoHHOM CUCTEMbI, Ha TeKyLKn MOMeHT 3aTo Windows u Linux

Bce npumMaHkn nogxogAaTt K I0BYLLKaM
B paMKax CBOeN nogceTu

e dois [IPVMIMaHKa g

Pabouyee MecTO
nonb3oBaTensd

« JIornHbl 1 Naponun

- Ceccuum nocelleHuda

- MNopnoxHble nonb3oBaTenu

- LWa6bnoHm3auusa napaMeTpoB

[MprMaHKM MOXXHO pacnpoCTpPaHnUTb
areHTHbIM 1 6e3areHTHbIM CrocoboMm

N nosBonsaeTr COXpPaHATb AaHHblIE Ha pa6oq|/|x
CTaHUUNAX B PaA3/INYHbIX OUPEKTOPUAX

B cucteMHoM peecTpe e B ¢pannax koHpurypayum
CNy>6bl NOAKITHOYEHUSA K
yoaneHHoMy paboyemy cTony
Microsoft Windows (.rdp)

B ckpunTax bash (.sh)
B Buge ncrtopun SSH,

FTP, HTTP nogknto4yeHunn
ana Linux » B TekcTOBbIX pannax



PASBEPTbIBAHWNE

CETWU
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[ PA3BEPTbIBAHVIE)

JTIOBYLLEK

MO,EI,yJ'Ib pa3BepTbiBaHNA JTOBYLUEK
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Ba3a aaHHbIX
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MO,EI,yJ'Ib Pa3BepTbiBaHNA NMPMMMaHOK
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CXEMA PABOTDI -

, ATaka . A BHeLwwHMN
[NooceTb < < HapyLwuTenb
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Mcronb3oBaHme %  Ataka

MPUMaHKW K Mcnonb3oBaHme

oBYyLUKe BHYTpPEeHHUM NMPUMaHKM K 2 JloBylUKa
N HapyLwuTenb NOBYLLUKe _
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OTHET

l‘\\’S OFT

OT4yeT no ceteBon atake Ne 537613

NoapobHas nHbopMaLmMa

(3 20.02.2022

CobGeitr  ATakm B CECOAN

© 19216881

Danne

MpoTokon

AedcTeme

Noeywka
CeHcop
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Bpema araku

MpoTokonk

Kaptaarak Suricata

FODN Avakyroulero
Aapec aTakyolero
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[NloapobHaa nHpopmaLmsa
Mo aTake

Cxema nepemelleHns
aTaky No ceTu

[Tony4yeHre NoaHoro
crnrcKa komMaHg 1 Gannos

CnpaBOYHUKNM BPEOOHOCHbIX
|IP-agpecoB 1 JOMEHOB

IHTerpauwna ¢ BHELWHNMN
dHaJINTNYECKNMA
NCTOYHNKaMIN

3arpy>eHHble pansbl B
npouecce kmbepaTaku
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NPEUMMYLLECTBA

CJ

BO3MOYKHOCTb 6/TOKMPOBKM
OBGHapPY>KeHHbIX aTaK 1
pacnpocTpaHeHmsa
BpegoHocHoro O B ceTn
opraHusaumm

NHTerpaumnsa c necouyHmnuamm
Windows/Linux, Bktouas
oTeyecTBeHHble OC

)

AVsor

ke

Moaaep»Ka 6onbLuero
KONMM4YeCcTBa TUMOB JIOBYLLEK A
MPOTOKOJIOB, B TOM yucne |oT-

yCTpOI;ICTB N TEXHONOIM’M4YeCKoro

obopynoBaHma (ACY TM)

D

3awmTta oT
SKCMJIONTOB U
LWNPPOBaNbLUNKOB

LLIa6roHbl, KOHCTPYKTOPbI,
BO3MOXHOCTb KaCTOMM3aLMmU
NoBYyLUEK M MPUMaHOK

MacKnpoBKa NoByLLEK
M reHepaumnda Tpadumka
MeXxay oBYLLUKaMM

55

Mcnonb3oBaHMe Kak 6e3
AreHTCKOW, TaK M areHTCKOM
apPXUTEKTYPbI AN149 paboTbl 6e3
npaB JOMEHHOIro 1N
NoKanbHOIro aAMMHUCTPATOPA
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KOHTAKTDI

Cnacun6o, YTo HaWNU
BpeMa 03HaKOMUTbCH
C Npe3eHTaumnemn!

3anosIHUTb aH KeTy:
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+7 (495) 988-92-25
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office@avsw.ru

Aan
127106, . MoCKBa, ann
yn. FOCTUHMYHaY, A \/ 4

n.5
WWW.aVSW.ru
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